DATA PROCESSING AND SHARING AGREEMENT
THIS AGREEMENT is made on [date]
PARTIES:
1. [Name of the organisation] whose registered office is [Address] (Disclosing Party)

and

2. [Name of the organisation] whose registered office is [Address] (Receiving Party)
Each referred to as a “Party” and together as “Parties”.
BACKGROUND
A. The current Agreement between the Disclosing Party and the Receiving Party reflects the arrangements they have agreed to facilitate the sharing of Personal Data as detailed in Appendix A (the Personal Data) between the Parties. 

B. The Disclosing Party agrees to share the Personal Data with the Receiving Party on the terms set out in this Agreement and the Receiving Party agrees to use the Personal Data according to the terms of this Agreement.

C. Both Parties completed a privacy impact assessment in relation to the planned Personal Data under this Agreement or have completed a screening form to outline that no DPIA is required. [delete if not applicable]

THE PARTIES AGREE:
[bookmark: _1487829366-17126]Definitions
In this agreement
	Applicable Law
	means the following to the extent forming part of the law of United Kingdom (or a part of the United Kingdom) as applicable and binding on either party or the Services:
[bookmark: _1487829366-39126]any law, statute, regulation, byelaw, or subordinate legislation in force from time to time;
[bookmark: _1487829366-46126]the common law and laws of equity as applicable to the parties from time to time;
[bookmark: _1487829366-259126]any binding court order, judgment, or decree; or
[bookmark: _1487829366-266126]any applicable direction, policy, rule, or order made or given by any regulatory body having jurisdiction over a party or any of that party’s assets, resources or business;

	Controller
	has the meaning given to that term in Data Protection Laws;

	Disclosing Party
	the Party which shares or gives access to the Personal Data;

	Data Protection Laws
	means as applicable and binding on either Party or the Services:
[bookmark: _1487829366-800126]the UK GDPR;
[bookmark: _1487829366-1029126]the Data Protection Act 2018; 
[bookmark: _1487829366-1036126]any laws which implement any such laws; and
[bookmark: _1602236294-36652694]any laws that replace, extend, re-enact, consolidate, or amend any of the foregoing;

	Data Protection Supervisory Authority
	means any local, national, or multinational agency, department, official, parliament, public or statutory person or any government or professional body, regulatory or supervisory authority, board or other body responsible for administering Data Protection Laws;

	Data Subject
	has the meaning given to that term in Data Protection Laws;

	Data Subject Request
	means a request made by a Data Subject to exercise any rights of Data Subjects under the UK GDPR;

	UK GDPR
	means the UK General Data Protection Regulation (including as further amended or modified by the laws of the United Kingdom or of a part of the United Kingdom from time to time);

	International Recipient
	means the organisations, bodies, persons, and other recipients to which Transfers of Protected Data are prohibited under clause 6.1 without the Disclosing Party’s prior written authorisation;

	Lawful Safeguards
	means such legally enforceable mechanism(s) for Transfers of Personal Data as may be permitted under Data Protection Laws from time to time;

	Personal Data
	has the meaning given to that term in Data Protection Laws;

	Personal Data Breach
	means any breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, any Protected Data;

	Processing
	has the meaning given to that term in Data Protection Laws (and related terms such as process, processes and processed have corresponding meanings);

	Processing End Date
	means the earlier of:
[bookmark: _1602242369-40197194]the end of the provision of the relevant Services related to processing of the Protected Data; or
[bookmark: _1602242369-522411394]once processing by the Receiving Party of any Protected Data is no longer required for the purpose of the Receiving Party’s performance of its relevant obligations under this Agreement;

	Processing Instructions
	has the meaning given to that term in Appendix A;

	Processor
	has the meaning given to that term in Data Protection Laws;

	Receiving Party
	the Party which requires access or receives Personal Data in order to provide services, systems, technologies, or fulfils another purpose for which the Personal Data is necessary;

	Protected Data
	means Personal Data received from or on behalf of the Disclosing Party in connection with the performance of the Disclosing Party’s obligations under this Agreement;

	Sub-Processor
	means a Processor engaged by the Receiving Party or by any other Sub-Processor for carrying out processing activities in respect of the Protected Data on behalf of the Disclosing Party; and

	Transfer
	bears the same meaning as the word ‘transfer’ in the UK GDPR. Related expressions such as Transfers, and Transferring shall be construed accordingly;


[bookmark: _1487829366-2591126]Specific interpretive provision(s)
In this Agreement:
(a) references to any Applicable Laws (including to the Data Protection Laws and each of them) and to terms defined in such Applicable Laws shall be replaced with or incorporate (as the case may be) references to any Applicable Laws replacing, amending, extending, re-enacting or consolidating such Applicable Law (including any new Data Protection Laws from time to time) and the equivalent terms defined in such Applicable Laws, once in force and applicable; and
(b) a reference to a law includes all subordinate legislation made under that law.

1. Term
1.1 The term of this Agreement is outlined in Appendix A.

With the exception of termination in cases where:
a) A review of the agreement finds that the data sharing does not accomplish the objectives; or
b) A review finds that the purpose of the data sharing has been satisfied and data no longer needs to be shared.

2. Basis for Data Sharing
2.1 Both parties agree to share the Protected Data on the terms set out in this Agreement.

2.2 The Appendix sets out the purposes and lawful bases for sharing the Protected Data.

2.3 Each Party must ensure compliance with all applicable national data protection laws at all times during the term of this Agreement. 


3. The Purpose 
3.1 The Agreement sets out the framework for sharing of Personal Data between Parties and defines the principles and procedures the Parties shall follow as well as reciprocal responsibilities of the Parties.

3.2 The Receiving Party requires access to Personal Data to ensure for reasons given in Appendix A. 

3.3 The Parties have determined the following objectives of sharing the Personal Data for the “Permitted Purpose” as set out in Appendix A.

3.4 The Parties shall not process the Personal Data in a way that is incompatible with the Permitted Purposes.

3.5 The Disclosing Party does not take any responsibility for obtaining consent for marketing communications. The Receiving Party is responsible for ensuring that all uses of the Personal Data are:

a) in accordance with the present Agreement; and 
b) in compliance with all applicable, up to date data protection and privacy laws/regulations. 


4.  Compliance With Data Protection Laws and Registration Details

4.1 Each Party must ensure compliance with all applicable national data protection laws at all times during the term of this Agreement. 


5. Privacy Concerns/ Risk Assessment and Mitigating Procedure

5.1 The Parties have identified that some risks may arise from sharing the Personal Data as set out in Appendix A.

5.2 Taking into account the risks identified by the parties and the context of the processing under this Agreement, the parties have agreed to implement the measures outlined in Appendix A to mitigate risk(s).



6. International Transfers
6.1 The Receiving Party shall not transfer any of the Personal Data with any other organisation, whether in the UK, Europe nor outside of the EEA area without the Disclosing Party’s prior written consent.

7. Technical and organisational measures 
7.1 When sharing and managing the Personal Data, both Parties shall implement and use appropriate technical and organisational measures to ensure a level of security appropriate to the risk posed to the Personal Data.

7.2 In assessing the appropriate level of security, the parties undertake to take into account the risks presented by processing in the manner anticipated by this Agreement, in particular from accidental or unlawful destruction, loss alteration, unauthorised disclosure of or access to personal data transmitted, stored or otherwise processed.

7.3 The Receiving Party shall ensure each member of staff completes appropriate training prior to handling any Personal Data and shall maintain written records of such training.

7.4 All Personal Data shall be kept by the Receiving Party securely and shall use all reasonable security practices and systems applicable to the use of the Personal Data in order to prevent and take prompt and remedial action against any unauthorised action, modification, reproduction and distribution of the Personal Data.

8. Data Capture and Accuracy
8.1 The Disclosing Party shall provide the Personal Data as set out in the Appendix A.

8.2 Both Parties shall keep the Personal Data up to date and shall inform the other party as soon as practicable of any inaccuracies.

9. Training and Access Management
9.1 The Receiving Party shall only permit access to the Personal Data to authorised personnel only.

9.2 The Receiving Party shall ensure all Staff completes training prior to handling of the Personal Data. The training received shall be proportionate with the level of responsibility in handling the Personal Data.

9.3 All training shall be recorded and refreshed as required by data protection legislation and regulations.

10.  Personal Data Breaches and Reporting
10.1 [bookmark: _1487829366-5403126]In respect of Personal Data Breaches:
10.1.1 The parties shall each comply with its obligation to report a Personal Data Breach to the appropriate Data Protection Supervisory Authority and (where applicable) Data Subjects under the Data Protection Laws; 
10.1.2 [bookmark: _1487829366-5417126]Parties shall each assess the severity and likelihood of harm following a Personal Data Breach and inform the other party of a Personal Data Breach in line with Data Protection Laws and guidance, particularly where the Personal Data Breach is considered to have a material risk; and
10.1.3 The parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Personal Data Breach in an expeditious and compliant manner.

11.  Retention and Deletion Policies for Personal Data
11.1 All electronically held Personal Data shall be stored in a secure network area with password protected entry and appropriate backup functionality.

11.2 Each Party shall safely dispose of printed records by using secure methods of disposal.

11.3 The Receiving Party shall not retain and process the Personal Data for any longer than necessary to carry out the Permitted Purpose. 

11.4 The Parties shall continue retention of the Personal Data in accordance with any statutory or professional retention periods applicable in their industry. 

11.5 The Receiving Party shall return/destroy (as advised by the Disclosing Party) the Personal Data in the following cases:
a) On termination of the present Agreement; or
b) Once processing of the Personal Data is no longer necessary (either because the purpose has been completed or the data sharing has not and is unlikely to satisfy the purpose).


12.  Assistance with the Disclosing Party’s Data Subjects Rights
12.1 [bookmark: _1487829366-4620126]The Receiving Party shall provide such assistance as the Disclosing Party reasonably requires (taking into account the nature of processing and the information available to the Receiving Party) in ensuring compliance with the Disclosing Party’s obligations under Data Protection Laws with respect to:
12.1.1 [bookmark: _1487829366-4627126]security of processing;
12.1.2 [bookmark: _1487829366-4634126]data protection impact assessments (as such term is defined in Data Protection Laws);
12.1.3 [bookmark: _1487829366-4641126]prior consultation with a Data Protection Supervisory Authority regarding high-risk processing; and
12.1.4 notifications to the Data Protection Supervisory Authority and/or communications to Data Subjects in response to any Personal Data Breach.
12.2 In respect of subject access requests:

12.2.1  Both Parties shall maintain records of SARs, the decision made and any information relevant to the request.

12.2.2 Both Parties agree that the compliance responsibility with SARs falls on the Party receiving the request in respect of the Personal Data held. 

12.2.3 Each Party shall comply with the SARs according to the procedures and timelines prescribed at the time of the request. 


13.  Warranties
13.1 Each Party undertakes that it will process the Personal Data in compliance with all applicable laws, enactments, regulations and statutory declarations enacted contemporaneously.

13.2 Each Party will comply with all enquiries from the ICO and any Subject Access Requests according to the laws and regulations related to data protection of the Personal Data.

13.3 Both Parties will maintain registration with ICO to process all Personal Data for the Permitted Purpose.

13.4 The Receiving Party shall indemnify the Disclosing Party against all liabilities, losses, damages, costs or expenses and all other reasonable professional fees suffered by the Disclosing Party arising out of any claim made against it in relation to any breach by the Receiving Party of any data protection laws/regulations and obligations under this Agreement.

14. Entire Agreement
The Parties agree that this Agreement constitutes the entire agreement between them and supersedes all previous documents or arrangements between them.

15. Severance
If any provision of this Agreement is found by any court of competent authority to be invalid or unenforceable, the remainder of the Agreement remains enforceable, valid and unaffected.

16. Third Parties
Only Parties to this Agreement shall have any rights to enforce any of the provisions of this Agreement.

17. Governing Law
This Agreement and any claim arising out of it or in connection with it will be governed by and construed in accordance with the laws of England and Wales.

18. Jurisdiction
The Parties agree that the courts of England and Wales shall have jurisdiction to settle any dispute arising out of or in connection with this Agreement.

AGREED by the Parties on the date set out in this Agreement

	On behalf of the Disclosing Party
	On behalf of the Receiving Party  

	Name: [Full name]
Position held:
Signed:
Dated:
	Name: [Full name]
Position held:
Signed:
Dated:



Appendix A – The Shared Personal Data
This appendix provides further information on the data being shared, including lawful bases for sharing, security expectations and details on the sharing arrangement.
1. What data is being shared? State all personal and special category data which will be shared. 

	


1. What is the lawful basis for processing the data? If special category data is being shared then please ensure a lawful basis for special category data is also added. 

	Personal data
	

	Special category data
	


1. What is the purpose of the data sharing initiative? (Why is it necessary?)

	


1. Details of the sharing (Is it one-off, or regular? When will it start? When will it end? How often will it be done? How will it be shared?)

	


1. Detail the identified risks associated with this data sharing exercise (refer to your Data Protection Impact Assessment or screening form, if one has been conducted).

	


1. What security measures are in place (For example ISO 270001, Cyber Essentials, Encryption, Password Protection)? Detail here where the data will be stored (UK, European Economic Area, elsewhere). Please also detail whether the receiving party uses any third parties (sub-processors).

	


1. Retention of data. Detail here how long the receiving party will have access to Personal Data. Is this a set timeframe? Can the disclosing party revoke access or request deletion?

	




